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Co je DTrace ?

- Diagnostika chovani systému i
aplikaci
- Sklada se z
> Nastroje dtrace
> Jazyka “D"” a jeho interpretru
> Instrumentacniho frameworku

http://www.sun.com/bigadmin/content/dtrace/
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Zakladni vlastnosti

- Dynamicka instrumentace
> Nulovy overhead, kdyz se nepouziva

- Jednotna instrumentace
> Stejné pouziti pro kernel i user space

- Deklarativni
> Akce, predikaty

- Vysokourovnovy kontrolni jazyk
> Podobny C

- Agregace dat

- Bezpecny
> zadné nekonecné smycky atp.



mid rG;y;te‘ms

Probes

* Instrumentacni misto = probe
(sonda)

- provider:modul:funkce:jméno
> DTrace modul
> Kernel modul nebo uziv. Knihovna
> Jméno funkce v niz je probe
> Jméno probe

syscall::open:entry

{printf(“Probe fired!”);}



Providers

- fbt - vstup a vystup témer ze vsech
funkci jadra

- syscall - vstup a vystup ze vSech
syscall(

- profile - probes aktivovane podle
casu

- pid - funkce v libovolném uziv.
procesu

- fasttrap - programatorem definované
probes

0 |p (od OS buildu 93) - IPv4 a IPv6

http://wikis.sun. com/d|splay/DTrace/PrOV|ders


http://wikis.sun.com/display/DTrace/Providers

DTrace toolkit

- Soubor uzite¢nych skriptl napsanych
DTrace komunitou

> Je pravdepodobne, Ze zde jiz existuje
skript, ktery resi vas problem

> Vyborny zdroj prlkladu pro tvorbu
viastnich D skriptU

http://opensolaris.org/os/community/dtrace/dtracetoolkit/
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NetBeans DTrace GUI plugin

- NetBeans IDE a SunStudio IDE
- Snadnd editace D skriptQ
 Integrace s DTrace toolkit

- Visualizace vystupl pomoci nastroje
Chime
> Umi i vysledky zachytit a “prehrat”

http://www.netbeans.org/kb/docs/ide/NetBeans DTrace GUI Plugin 0 _4.html


http://www.netbeans.org/kb/docs/ide/NetBeans_DTrace_GUI_Plugin_0_4.html

W

File Edit View Mavigate Source Refactor Run  Debug Profile  Versioning Tools  Window  Help

B %8 D@ TH P BR-&- |Q- | search (Ctri+) |

g |DTrace x| [ pitesize.a* x|D iopending 4 (7o
£ ’ )
5 | Toot| crime | eB-8 Aes@E Foe @y 0w
& . . i
Category loigenunix::start, -
& io:genunix: :done
Z, Disk - Mew Script {
=]
= i i i /* default is to trace unless filtering, */
= Scripts Configuration this-sok = FILTER 72 © : 1:
B iofileb.d ~ DTrace config
ol W i penciing Pid /* check each filter, */
[ P ice == == - ? is- =1 1;
3 diskhits Script Args (0PT_dgu1ce 1 && DEVICE args[1] )dg\r_statname). th:!.S ok 1.1
hotspat d (OPT_file == 1 && FILENAME == args[2]-=fi_pathname) 7 this-=ok = 1 : 1;
otspot. Executable . .
hitesize.d (OPT_mount == 1 && MOUNT == args[2]->fi_mount) 2 this-»ck =1 : 1;
ftesize. Executahle Args }
seeksize.d
iofile.d s
* Store entry details
*/
lo:genunix::start
Jthis-=ok/
{
/* track bytes */
disk_r += args[0]->b_flags & B_READ ? args[0]->b_bcount : ©;
disk_w += args[0]->b_flags & B_READ ? 0 @ args[0]-=b_bcount;
/* increase event pending count */
pending++;
}
ffak ;
11 | ns|
[P 2008 Dec 5 08:46:05, load: 0.94, disk_r: 19142 KB, disk_w: 4981 KB -
=] o
value ------------- Distribution ------------- count
<0 | 9]
0| 10
1 | @@ 210
2 | 0@0@daaddd 1280
3 | Ga@daaddad 1340
D — 4 |@@eaaeae 1050
5 | @@ 430
" Run 6 |@ 70
7 50 v
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J

7l System Probes

=Ex

l PID 2 J[Executable hl J[ Probe &3 Jl Count J[ Running Count J
568 Xorg inv_swtch s2 [l 10 324|[4
pswitch 212 [ 35 356
sysread 27 58 293
syswrite 1z4 [0 30 535
trap 2 5 @99
398 automountd pswitch a 1
638 honobo-activatio  inv_switch ] 5
pswitch 1 11z
syswrite 16 1 71z
trap ] 1
705 clock-applet inv_swich a 4
pswitch 2 271
sSyswrite 5] z
syswrite ] 2
trap ] 2
266 dbus-daemon pswitch ] 2
sysread ] 4
Syswrite 2} 1a
615 pswitch a 2
sysread 2} 4
syswrite ] 2
trap 2} 5
48 devfsadm pswitch 1 55|
135 dhcnanent newitch o} et |
57 proc... 53 executables 13 probes 13 613 394 489 |
1 EJ Interval in seconds lEauseJ

] kmem_alloc Stack Counts

l

“ Stack JlCaIIs Fer Seco... VJ

Caller
zfs'zfs_dirent_lock+0xle2 PK
zfs'zfs_dirent_lock+0xle2 VK
genunix'segun_cdup+0x3f6 WL
zfs'zfs_dirent_lock+0xle2 RK
zfs'zfs_dirent_lock+0xle2 QK
zfs'zfs_dirent_lock+0xle2 TA
zfs'zfs_dirent_lock+0xle2 WK
zfs'zfs_dirent_lock+0xle2 XK
zfs'zfs_dirent_lock+0xle2 AA
genunix pn_alloc+0x12 AM

232 |[a
134
114
a8
a4
70
64
59
48
35 ||w

360 sta...

1428 |

. )
U Interval in seconds

J

™ Device 1/0

=g X

l Device & J[ Bytes Read Per Second

H Bytes Written Per Second J

/devices/pseu...
c4d0oso

5,6 K
157,89 K

353,68 K

2 devices

163,5 K

353,8 K

15

EJ Interval in seconds

)

7 System Calls

)

T Interrupt Statistics

= EX

[De... ‘1“0.. “EJ[ Interrupts PerS...J[ Percent Time J
ata cpuo 11 0,02%| &
ata#l cpul ] 8%
audio810  cpud 1 8%
hfe cpul D | 337 B, 43%
ehci cpul D | 337 B,09%
hcil394  cpud 1 0%
ia042 cpul 3 2%
ipw cpud B | 337 o, B5%
peic cpul 1 8%
uhci cpul a 0% || ¥
12 devices 1 cpu 1 582 0,82% |
1 EJ Interval in seconds Fause

devfsadm
dhcpagent
fmd

]

l Executable & Jl History H System Calls Per Second J
Xorg {1379 [
automountd . ]
bonoho-activatio + 13
clock-applet . 5
dbus-daemon [

gam_server .
gconfd-2 T
gdm-hinary . ] 't
gnome-keyring-da o7
gnome-netstatus- - EB7
gnome-panel . 5
gnome-power-mana To13
gnome-screenshaot 113z B |
gnome-session ToTE
gnome-settings-d - 17
gnome-terminal . ]
gnome-volume-man [ 5
gufs-hal-volume- . 3
gvisd r 3
guisd-trash . 3 |
hald A b
EJ Interval in seconds lEauseJ
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D-Light

* Plugin pro Sun Studio 12 IDE
- Usnadnéni analyzy vasich aplikaci

» Screenshot za tisic slov ...

http://developers.sun.com/sunstudio/documentation/tutorials/d_light tutorial/
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! i Sun Studio ! E g

File Edit View Mavigate Source Refactor Run  Debug Versioning Tools Advanced Window  Help

TP e @ [Debu - W D - M- [Q- | Search (Ctri+) |

5

£ | D-Lignt Instruments 0% | | D-Light Tool. Timeline /tmp/dlight_virgee/session_1698.er localhost: /ust/sbin/tar X <> /[rJ(o
=
5 @ W bH § & A/ SADA
= F v 2 j 10 20 30 a0 50
r"!’ Clock profiler ™ |,,,,,,,,,|,,,,,,,,,|,,,,,,,,,|,,,,,,,,,|,,,,,,,,,|,,|
fe o :
& %. File System Activity
= E]
5%
g | Tl " Reatwite Monior e e e e i
=
. v
IE . Heap monitor
-
w
o
g £1=' 10 Monitor
o
TN
JAVA ticker
=
S == .
E i'-'-- Java Method Invocation Maonitar |-\
Z = =
dl
J‘; Tmwem Mihinet Croaatinon hdanitar %
@ ’
3 (/] Show Valid Tools Only i .I
5 | D-Light Event Detais e
® Clock profiler %
Thread number 1 =
cPU I . L
Time stamp | 17.203752948 3
v
Thread state | Sleep |—
T=X F) T |
Duration 2
User Call Stack Output - D-Light (ftmp/dlight_virgee/session_1698 .er) at localhost ¥ X
W __read ] |[Running "/opt/SunStudioExpress/bin/collect -D clock -D heapmon -D fops -D filesystem -o .—‘tmpfdlight_\rirgeefsessi:
M read )
[ putfile Creating experiment database /tmp/dlight_virgee/session_1688.er ...
[ putfile Clock profiling is on.
W dore a Jusr/include/ OK
™ .p a /usr/include/tclbDecls.h 162K
main a /usr/include/userdefs.h BK
W _start a Jusr/include/eti.h 2K
a fusr/include/locale.h 2K
a /usr/include/sglite3.h 172K |
a /usr/includesdeflt.h 2K ¥
48 - Y
L] Tasks
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Uzivatelska opravneni pro DTrace

- dtrace user - provider profile a
syscall

- dtrace proc - provider fasttrap

- dtrace_kernel - vSe krome pid a
fasttrap na cizi procesy

- usermod -K defaultpriv=Dbasic,dtrace user,dtrace _proc user

http://docs.sun.com/app/docs/doc/817-6223/chp-sec?l=en&a=view&qg=dtrace+security

15


http://docs.sun.com/app/docs/doc/817-6223/chp-sec?l=en&a=view&q=dtrace+security

- http://developers.sun.com/solaris/articles/dtrace_quickref/dtrace_quickr

» http://www.solarisinternals.com/

> Lisa08 dtrace.pdf - podrobny uvod do
DTrace

* http://docs.sun.com/app/docs/doc/817-6223
> Kompletni dokumentace od Sunu

http://www.sun.com/bigadmin/content/dtrace/
http://www.nbl.fi/~nbl97/solaris/dtrace/dtt preser


http://developers.sun.com/solaris/articles/dtrace_quickref/dtrace_quickref.html
http://www.solarisinternals.com/
http://www.solarisinternals.com/wiki/images/b/be/Lisa08_dtrace.pdf
http://docs.sun.com/app/docs/doc/817-6223
http://www.sun.com/bigadmin/content/dtrace/
http://www.nbl.fi/~nbl97/solaris/dtrace/dtt_present.pdf




